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Gramm-Leach-Bliley Act

ÅManagement must develop a written 

information security program meeting the 

security standards of Part 364, Appendix B

ÅWhat is the ñMò in the CAMEL rating?

The Information Security Program is the way management demonstrates

to regulators that information security is being managed at the bank



Regulator Requirements: 

Information Security Program

ÅGramm-Leach-Bliley Act requires you to develop and implement 
an Information Security Program (ISP) based on the IT Risk 
Assessment

ÅA comprehensive written information security program which defines 
administrative, technical, and physical safeguards that are appropriate 
given the size and complexity of a bankôs operations and the nature and 
scope of its activities. The program should be designed to ensure the 
security and confidentiality of information as well as the proper disposal of 
such information. 

ÅPrior to implementing an information security program, a bank (or its 
outside consultant) must first conduct a risk assessment which entails: 

ïIdentification of reasonably foreseeable internal and external threats that could 
result in unauthorized disclosure, misuse, alteration, or destruction of member 
information or member information systems. 

ïEvaluation of the likelihood and potential damage from the identified threats, 
taking into account the sensitivity of the member information. 

ïAssessment of the sufficiency of the policies, procedures and member 
information systems in place to control the identified risks. 
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Regulator Requirements:

Current Framework

ÅDocumented risk-based Information 

Security Program (ISP) that provides 

sufficient controls 

ïas determined by the IT Risk Assessment

ÅIndependent review of controls for 

compliance and adequacy 

ïas verified by IT Audit, Penetration Test and 

Vulnerability Assessment



6

Common Information Assets in 

Community Banks
Å Automated Banking

ï ATM

Å Document Processing
ï Copier

ï Fax Machine

ï Printer

ï Scanner

Å Funds Transfer
ï Debit / Credit Card Processor

ï Merchant Card

Å Handheld Device
ï Cell Phone

ï PDA

ï Smart Phone

Å Media
ï CD / DVD

ï Tape / Disk

ï USB Storage

Å Mobile Device
ï Notebook

Å Network Hardware
ï Local Area Network (LAN)

ï Router

ï Storage Area Network (SAN)

ï Switch

ï VoIP

ï Wide Area Network (WAN)

ï Wireless Network

ï Wireless Access Point

Å Paper

Å Remote Banking
ï Bill Pay

ï Internet Banking

ï Mobile Banking

ï Phone Banking

Å Server
ï Application

ï Backup

ï Document Mgmt

ï E-Mail

ï File

ï Terminal

ï Web

Å Software
ï Accounting

ï Anti-Malware

ï Backup

ï Budget

ï Call Reporting

ï Deposit

ï HMDA

ï Instant Messaging

ï Lending

ï Marketing

ï Mortgage Loan

ï OFAC

ï Payroll

ï Remote Access

ï Remote Assistance

ï Wealth Management

Å Network Attack Prevention

ï Firewall

ï IDS/IPS

ï Honeypot

Å Operating System

ï Mac OS

ï Unix / Linux

ï Windows

Å System

ï Core Banking

ï Item Imaging

ï Physical Security

ï Proof

ï Remote Capture

Å Website

ï Background Checking

ï Check Ordering

ï Credit Bureau

ï FINCEN

ï Outsourced E-Mail

ï Payday Lending

ï Bankôs Website

Å Workstation Device

ï Check Reader / Sorter

ï Desktop
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Written Information Security 

Program

ÅIncludes administrative, technical, & 

physical safeguards appropriate to the 

bankôs size and complexity and the nature 

and scope of activities

ÅRepresented by a set of policies, 

procedures and standards that implement 

controls identified in the risk assessment

ÅISP = Documentation + Activities
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Information Security Program

ÅWhat are your options?

ïISO 27001

ïCOBIT

ïIAM

ÅThere are close to 200 information security 

standards. Which is right for your 

community bank?
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ISP for Community Banks

ÅInformation Security Program Blueprint
ïI.T. Risk Assessment

ïAsset Management

ïVendor Management

ïPenetration Testing

ïVulnerability Assessment

ïSecurity Awareness

ïBusiness Continuity

ïIncident Response

ïI.T. Audit

Support Structures
ï Organizational Chart

ï I.T. Committee

ï Network Diagram

Policies

Procedures/Plan

Standards
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Information Security Program 

Benefits

ÅGLBA Compliance

ÅSuccessful IT Examination

ÅGood Security

ÅMeasurable

ÅImprove Over Time (continuous improvement)

Would you build a house without a blueprint? 

Why would you build your security program 

without a plan?
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Gap Analysis

ÅHow do you know if you have a good 
security program?

ÅHow do you know if you will have a 
successful IT examination?

With a blueprint, you can perform a gap 
analysis to measure your bank against this 
program 
(see example on subsequent slides)



IT Risk Assessment

ÅTools, tools, tools
ïSBS

ïBrintech

ïGarland Group

ïArcher

ïSymantec

ïCoNetrix

ïModulo

ïRiskKey

ïRiskWatch
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Agenda

ÅCurrent Regulatory Framework
ïRegulator requirements

ïInformation Security Programs

ïIT Risk Assessment

Å2008 Regulatory Guidance

ïFIL-100-2007 ïIdentity Theft Red Flags

ïFIL-44-2008 ïVendor Management

ïFFIEC Business Continuity Planning Booklet

ïFIL-4-2009 ïRemote Deposit

Å2009 Likely Regulatory Topics
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2008 Regulatory Highlights

ÅFIL-100-2007 ïIdentity Theft Red Flags

ÅFIL-44-2008 ï3rd Party Risk Management

ÅFFIEC Business Continuity Planning 

Booklet

ÅFIL-4-2009 ïRemote Deposit



Identity Theft Red Flag 

Program 



Question: What are institutions required to do in 

order to guard against phishing scams? 

Answer: According to a component of the Red 

Flag rule, each financial institution must have a 

method to detect phishing activities and a means 

to police the attacks. 





Identity Theft Red Flag Program

ÅProgram containing 
policies and procedures 
to: 
ïIdentify relevant red flags 

for covered accounts and 
incorporate those red flags 
into the program

ïDetect red flags that have 
been incorporated

ïRespond to any red flags 
that are detected to prevent 
and mitigate identity theft

ïUpdate the program 
regularly

Identify 
Relevant  
Red Flags

Detect 
Red 
Flags

Respond to 
Flags

Update 
Program 
Regularly



Identifying Relevant Red Flags

Å Sources of Red Flags
ï Incidents of identity theft from 

experience

ï Methods identified that reflect 
changes in identity theft risks

ï Supervisory guidance

Å Categories of Red Flags ï
Supplement A Subpart J
ï Alerts, notifications or other 

warnings

ï Presentation of suspicious 
documents

ï Presentation of suspicious 
personal identifying information

ï Unusual use of account

ï Notice of identity theft

Å Risk Factors
ï Types of accounts

ï Methods to open accounts

ï Methods to access

ï Previous Experience

Identify 
Relevant  
Red Flags

Detect 
Red 
Flags

Respond to 
Flags

Update 
Program 
Regularly



Detecting Red Flags

ÅObtain identifying information set forth in 

the Customer Identification Program

ÅAuthenticate customers, monitor 

transactions, and verify the validity of 

change of address requests

Identify 
Relevant  
Red Flags

Detect 
Red 
Flags

Respond to 
Flags

Update 
Program 
Regularly



Preventing and Mitigating 

Identity Theft
ÅMonitor a covered account

ÅContact the customer

ÅChanging passwords, security codes, or other 
security devices that permit access to account

ÅReopening an account with new account number

ÅNot opening a new account

ÅClosing an existing account

ÅDetermine no response is appropriate

ÅNot attempting to collect 

ÅNotifying law enforcement
Identify 
Relevant  
Red Flags

Detect 
Red 
Flags

Respond to 
Flags

Update 
Program 
Regularly



Updating The Program

ÅExperiences with identity theft

ÅMethods of identity theft

ÅMethods to detect, prevent and mitigate 

identity theft

ÅChange in types of accounts

ÅChanges in business arrangements

Identify 
Relevant  
Red Flags

Detect 
Red 
Flags

Respond to 
Flags

Update 
Program 
Regularly



Exam Procedures



3rd Party Risk Management 



Third-Party Risk Management

ÅAn institutionôs board of directors and 

senior management are ultimately 

responsible for managing activities 

conducted through third-party relationship, 

and identifying and controlling the risks 

arising from such relationships, to the 

same extent as if the activity were handled 

within the institution.



Significant Third-Party 

Relationships

ÅThe third party:

ïPerforms critical functions

ïInvolves implementing new bank activities

ïStores, accesses, transmits or performs 

transactions on sensitive customer 

information

ïIs a new relationship

Third Parties reduce direct control and increases the need 

for oversight of the process from start to finish



2007 Annual Study: The Cost of a 

Data Breach

ÅPublished in 2008

ÅThird party data breaches are on the rise:

ÅBOTTOM LINE: Third Parties will protect 

their interests, not yours.



Regulator Guidance

ÅFour Basic Elements 

of a Risk Management 

Program:

ïRisk Assessment

ïDue Diligence in 

Selecting a Third Party

ïContract Structuring 

and Review

ïOversight



FDIC Officerôs Questionnaire

ÅPart 5 was

GLBA 

Compliance

ÅPart 5 is 3rd

Party Risk 

Management



Vendor Selection Process

1.  Bank adopts vendor 

management program

Bank identifies new 

technology and vendors 

that offer this technology

2. Vendor Categorization

ï Level 1

ï Level 2

ï Level 3

4. Reference

Form

6. Due 

Diligence

Form

3. Cost

Benefit

Analysis

Form

7. Contract

Review

Form

5. IT Risk

Assessment



Policy Generation



Policy Generation


