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Gramm-Leach-Bliley Act

A Management must develop a written
iInformation security program meeting the
security standards of Part 364, Appendix B

AWhat is the @AMO in

The Information Security Program is the way management demonstrates
to regulators that information security is being managed at the bank

t



Regulator Requirements:
Information Security Program

A Gramm-Leach-Bliley Act requires you to develop and implement
an Information Security Program (ISP) based on the IT Risk

Assessment

A A comprehensive written information security program which defines
administrative, technical, and physical safeguards that are appropriate
given the size and complexity of a
scope of its activities. The program should be designed to ensure the
security and confidentiality of information as well as the proper disposal of

such information.

A Prior to implementing an information security program, a bank (or its
outside consultant) must first conduct a risk assessment which entails:

I ldentification of reasonably foreseeable internal and external threats that could
result in unauthorized disclosure, misuse, alteration, or destruction of member
information or member information systems.

I Evaluation of the likelihood and potential damage from the identified threats,
taking into account the sensitivity of the member information.

I Assessment of the sufficiency of the policies, procedures and member
information systems in place to control the identified risks.



Regulator Requirements:
Current Framework

A Documented risk-based Information
Security Program (ISP) that provides
sufficient controls

| as determined by the IT Risk Assessment
A Independent review of controls for
compliance and adequacy

I as verified by IT Audit, Penetration Test and
Vulnerabllity Assessment



Common Information Assets In
Community Banks

Automated Banking
) ATM
Document Processing
) Copier
) Fax Machine
) Printer
) Scanner
Funds Transfer
T Debit / Credit Card Processor
) Merchant Card
Handheld Device
) Cell Phone
) PDA
) Smart Phone
Media
) CD /DVD
) Tape / Disk
) USB Storage
Mobile Device
) Notebook
Network Hardware
T Local Area Network (LAN)
Router
Storage Area Network (SAN)
Switch
VolP
Wide Area Network (WAN)
Wireless Network

|
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) Wireless Access Point

A
A

A

A

Paper

Remote Banking
) Bill Pay
) Internet Banking
) Mobile Banking
) Phone Banking

Server
) Application

) Backup

) Document Mgmt

T E-Mall

fi File

) Terminal

T Web

Software

) Accounting
Anti-Malware
Backup

Budget

Call Reporting
Deposit

HMDA

Instant Messaging
Lending
Marketing
Mortgage Loan
OFAC

Payroll

Remote Access
Remote Assistance

i
i
i
i
i
i
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i
i
i
i
i
i
i
i
) Wealth Management

A

Network Attack Prevention

) Firewall

T IDS/IPS

) Honeypot
Operating System

) Mac OS

) Unix / Linux

) Windows
System

) Core Banking

) Item Imaging

) Physical Security

) Proof

) Remote Capture

Website
T Background Checking
T Check Ordering
) Credit Bureau
T FINCEN
) Outsourced E-Mail
T Payday Lending
) Bankbs Website
Workstation Device
) Check Reader / Sorter
T Desktop



Written Information Security
Program

A Includes administrative, technical, &
ohysical safeguards appropriate to the
pankos sl ze and comp
and scope of activities

A Represented by a set of policies,
procedures and standards that implement
controls identified in the risk assessment

A ISP = Documentation + Activities




Information Security Program

A What are your options?
1 1SO 27001
I COBIT
i 1AM
A There are close to 200 information security

standards. Which is right for your
community bank?



ISP for Community Banks

A Information Security Program Blueprint
I L.T. Risk Assessment
I Asset Management
I Vendor Management
i Penetration Testing
I Vulnerability Assessment
|
|
|
|

Security Awareness
Business Continuity
Incident Response
|.T. Audit

Support Structures
I Organizational Chart
i LT. Committee
I Network Diagram
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Information Security Program
Benefits

A GLBA Compliance

A Successful IT Examination

A Good Security

A Measurable

A Improve Over Time (continuous improvement)

Would you build a house without a blueprint?
Why would you build your security program
without a plan?
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Gap Analysis

A How do you know if you have a good
security program?

A How do you know if you will have a
successful IT examination?

With a blueprint, you can perform a gap
analysis to measure your bank against this
program

(see example on subsequent slides)
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IT RiIsk Assessment

A Tools, tools, tools
I SBS
I Brintech
I Garland Group
I Archer
I Symantec
I CoNetrix
I Modulo
I RiskKey
I RiskWatch



SECURE BANKING SOLUTIONS

IM Bank

Technology Risk Assessment Calculator

RISK ASSESSMENT I5P GEMERATION ALIDIT SETTINGS HELP LOGOUT vl 0.9.49

EE-EIA.I CUSTO M ASSETS THREATS 5%S TE M OO MF IG WRATIO N POLICY GEMNERATION

Asset List Acsat Mame: Asset Type:

Accounting Software
ATH

Backup Server

Call Reporting Software
Ch /DD

Core B anking System
Dehit / Credit Card Processor
Depogit Software
Dezktop

Fax M achine

Firewall

Internet B anking

[term Imaging System
Lending Software
MHotebioal,

OFALC

FPaper

FPayroll Software

PO,

Phone Banking
Printer

Public: [nstitution
Remaote Capture

onekAdd

\Core Banking System

— Care Banking

Confidentiality:

Integrity:

Availability: Volume:

High

High

High High

Chwner:

Location:

Eenin [Default]

tadisan [Default]

Description:

B 2007-2008 Secure Banking Solutions, All rights resemved.




SECURE BANKING SOLUTIONS

IM Bank

Technology Risk Assessment Calculator

RISK ASSESSMENT ISP GENERATION AUDIT SETTINGS HELP LOGOUT vi0.9.4

GEMERAL CUSTO M ASSETS THREATS 5%S TE M OO MF IG WRATIO N POLICY GEMNERATION

Asset List

Accaunting Software
AT

Threat

Data Leakage

Backup Server

Call Reparting Software
Cho /DD

Core Banking System i T
Debit # Credit Card Processar

Llnauthorized System Access

Depasit Software
Deszktop

Fax Machine
Firewall Lnauthorized Eemote Access

Cutsourced

Internet B anking
[tem Imaaging System Cegraded / Unavailable
Lending Software

M ateboolk, Hardware Failure
OFALC

Faper Unauthorized Physical Access
FPaproll Software

FDA,

Phone Banking
Printer

Public Institution
Remaote Capture

Eavesdropping / Sniffing

Malicious Software

Lnauthorized Yiewing
Cronck Add Festore Threat

© 2007-2008 Secure Banking Solutions, All rights resemnved.




SECURE BANKING SOLLUTIONS

IM Bank

Technology Risk Assessment Calculator

RISK ASSESSMENT ISP GEMERATION ALDIT SETTINGS HELP LOGOUT vl 0.9.4

GEMERAL  CUSTOM ASSETS  THREATS SYSTEM CONFIGURATION  POLICY GEMERATIOM
Asset L'St_ Contrels {(Importance) Implemented Change
Accounting Software ~
ATHM Security Information And Event Management [w]ves [ Mo 4|
Backup Server
EaIIHeppDrting S oftware Unique User Accounts [w]ves Mo 3
Lh /DvD Firewall [w]res [ Mo
Core Banking System B
Dekit / Credit Card Processor Intrusion Detedion / Frevention [JMo Tes
g:gﬁ;ﬁfn“ware Activity Logs Yes (Mo
Faw Machine _| Strong Passwords Yes [Mo
Firewal j
Internet Barking Incident Response Program [v]ves Mo
|tem Imaging System Authorized User Restrictions Yes CNo
Lending Software
Matehook Activity Log Monitoring [v]fes Mo
ggi';’ Access Logs Ves Mo
Payrall Software Invalid Attempt Lockout [ Mo [[MNo
FDA —
Phone Banking Egress Content Filtering [IHo [Mo
Frinter Acceptable Use Notification [[IHo [[Mo
Public: [nstitution
Femate Caphure | Formal Patching Process Mo Mo
I:_I I.“':I‘ |'I:I'||:-| |:-| o E. '|I|'|I|'it| II-.-"iE'IIIIIIII

B 2007-2008 Secure Banking Solutions, All rights reserved.



SECURE BANKING SOLUTIONS

IM Bank

Technology Risk Assessment Calculator

GEMERAL  CUSTOM ASSETS  THREATS SYSTEM CONFIGURATION  POLICY GEMERATION
Asset List Create a Report Packet
“Bocounting [Software][1) ” : |
“spplication [Server)[1] ¥ eport Name:
“Background Checking MWebsite](1) Flease choc + |FU” Fepart | Cownload Report
*Backup [Server][1] “Feports may take up to 5 minutes to genarate,
“Budget [Software)1] [ include cover page?? ~
“Cell Phone [Handheld Device](1] [ Include cover letter?
“Credit Bureau [Website][1] Reports - Order
“Desktop MWorkstation Device](1] [[JAsset Cantrals (All)
:El:rl-.;:u'll-n[gnt P":']'[:1'5"]33'”9[1] [ Jasset Contrals (Mo Only)
Hail [Server
“File [Server][1] [ Jasset Controls {Yes Only) —
*Firewaall [Metwark Hardware][1] [Jasset Criticality
*Funds Tranzfer(1] _
“Intruzion Detection # Prevention [ [Jasset Overview
“Itern Imaging [System](1] —| [JassetRisk
*Medial
“Msh:i?a[[aevice['l] [ Jasset Threat Contrals (All) —
“Metwork. Hardware(1] [ J4sset Threat Cantrals (Mo Only)
*Paper(1] . .
“Payrall (Software][1] [ Jasset Threat Contrals {Yes Only)
xF'h_'.-'SII:a| Security l[?_‘_l,lstem][.'l] — Sy iteh Wig v

| B 2007-2008 Secure Banking Solutions, All rights resemnved



Agenda

A Current Regulatory Framework
I Regulator requirements

I Information Security Programs
* I IT Risk Assessment

A 2008 Regulatory Guidance
I FIL-100-2007 7 Identity Theft Red Flags
I FIL-44-2008 1 Vendor Management
I FFIEC Business Continuity Planning Booklet
I FIL-4-2009 T Remote Deposit
A 2009 Likely Regulatory Topics



2008 Requlatory Highlights

A FIL-100-2007 i ldentity Theft Red Flags
A FIL-44-2008 i 3rd Party Risk Management

A FFIEC Business Continuity Planning
Booklet

A FIL-4-2009 i Remote Deposit
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ldentity Theft Red Flag
Program



Question: What are institutions required to do In
order to guard against phishing scams?

Answer: According to a component of the Red
Flag rule, each financial institution must have a
method to detect phishing activities and a means
to police the attacks.



FDIC

Federal Deposit Insurance Corporation
550 178 Shreat W08 Washingbon, [0, 20425-9290

Financial Institution Letter
FIL-100-2007
Movember 15, 2007

IDENTITY THEFT RED FLAGS
Interagency Final Regulation and Guidelines

Swmmary: The FOIC, slong with the other federa! financial mstituton reguiatony apences and the
Federal Trade Commission, has issued the attached final rule and guidelines on idenbty theft “red flags™ and
address discrepancies. The rule requires that fnancial instiutions and creditors implement a written identity
theft prevention program, that card issuers assess the validty of change of address requests. and that users
of consumer reports reasonably venfy the identbiy of the subject of a consumer report in the event of a

notice of address discrepancy.

Distribution:

FOIC-Supersized Eanks {Commerclal and Savirgs)

Suggested Routing:
Chief Exscuthve Officer
Chief Informabion Securlty Oficer

Related Topics:

» FIL-22-2008, Froflsiion Against Discrmiration In Coeslt
Tranzacions, lssusd Warch 3, 2006

= FIL-27-2005, Gulkdanoe on Rasporse Srograms for
Unyuthaorzed Acoess fo Cuslomer Information and
Customer Motice, |ssued Aprl 1, 2005

= FIL-7-200%, Guidslnzs Requiring e Proper Dispesal of
Consumar irfomrealion, lssusd Fesruary 2, 2005

- FIL-23-2004, Gukcelnes Extabilshing Stardards for
Exfsguarding Customer mfommation, ssued March 14
20

Attachment:
Int=rapency Flnal Rule Regardng identky The® Red Flags
and Address Discrepancies

Contact

Sariar Folicy Aralyst Jettey Koponk a8 (202) 838-3872 or
Seopchisghidic pov, or Counssl Richard Schwarnz af (202)
B55-T424 or dschweartzfmidic gov

MNote:
FOIC francial Instiubior lsfars (FILs) may be accssses
from e FOIC's Web sl at

R Ia = - SO0 T R

Tie racaive FILs slacironkaly, plaass yst
itz Tdic povwislcutisub e dofinne i .

Papar copizs of FOIC fnancial imsthulion laters may ba
ntaines through e FOIC's Public Information Center,
3501 Fairfax Drive, E-1102, Adnglon, VA 2222€ (1-577-
ITE-3E47 or 2024 16£540)

Highlights:

The regulation and guidelnes implement sections 114
and 315 of the Fair and Accurate Credit Transactions
Actof 2003.

The regulation reguires finandial instiutions and
creditors to mplement a witten identity theft
prevention program.

The regulation reguires card issuers o assess the
wa dity of change of address requests before issung
additional or replacerment debit or credit cands.

The regulation reguires users of consurner reports to
reascnably verfy the identity of the subject of a
consumer report in the event the user receives a
notce of address discrepancy from the consumer
reporting agency.

The guidelines are intended to assist fnancial
nstituticns in implernenting the regulation

Supplerment A to the guidelines contains a Fstof 28
“red flags" that financial instiutions and creditors may
consider incorporatng nie their identty theft
prevention programs.

The regulation and guideines ars effective on
January 1, 2008, and mandatory compliance is
required by Mowemnber 1, 2008,




ldentity Theft Red Flag Program

A Program containing
policies and procedures
to:

I ldentify relevant red flags
for covered accounts and
Incorporate those red flags
Into the program

I Detect red flags that have
been incorporated

I Respond to any red flags
that are detected to preverit
and mitigate identity theft

I Update the program
regularly

® Detect
Red
Flags

Identify
Relevant
Red Flags

‘Update

‘ Program
Respondto  Regularly

Flags



ldentifying Relevant Red Flags

A Sources of Red Flags

Incidents of identity theft from
experience

Methods identified that reflect
changes in identity theft risks

Supervisory guidance

A Categories of Red Flags i
Supplement A Subpart J

Alerts, notifications or other
warnings

Presentation of suspicious
documents

Presentation of suspicious
personal identifying information

Unusual use of account
Notice of identity theft

A Rlsk Factors

Types of accounts
Methods to open accounts
Methods to access
Previous Experience

‘ Update

. Program
Respond to Regularly

Flags

® Detect
Red
Flags

Identify
Relevant
Red Flags



Detecting Red Flags

A Obtain identifying information set forth in
the Customer ldentification Program

A Authenticate customers, monitor
transactions, and verify the validity of
change of address requests

eeeeeeee
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Preventing and Mitigating
ldentity Theft

A Monitor a covered account
A Contact the customer

A Changing passwords, security codes, or other
security devices that permit access to account

A Reopening an account with new account number
A Not opening a new account
A Closing an existing account
A Determine no response is appropriate
A Not attempting to collect O P,
A Notifying law enforcement



Updating The Program

A Experiences with identity theft
A Methods of identity theft

A Methods to detect, prevent and mitigate
identity theft

A Change in types of accounts
A Changes in business arrangements

eeeeeeee
RRRRRRRR
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xam Procedures

FDIC

Federal Deposit Insurance Corporation
530 17k Sireet MY, Wazhinglon, 0.0, 20425-3260

Financial Institution Letter
FIL-105-2008
Cetober 16, 2008

IDENTITY THEFT RED FLAGS, ADDRESS DISCREFPANCIES,
AND CHANGE OF ADDRESS REGULATIONS

Examination Procedures

Summary: The FOIC

has issued the attached examination procedures on identity thett red fags.”
address discrepancies, and change of address requests.

Distribution:
FOIC-Supersized Sanks (Commencial oo Sxirgs)
Suggested Routing:

Chief Complianoes C*oer
Chief Imformrabor Securdty Oflcer

Related Topics:

= FL-100-Z007, identiy Thes Red Flags, November 15
007

= FL-33-2007, ldertity Thek, FOICs Supenizory Folicy
on |denity Thedt, Aprl 14, 2007

®  FIL-I7-2005, Guldanoe on Responss Frograms for

Unauinorizesd Aocess o Cusiomer Indonmabion and

Custormer Notkce, Apdl 1, 2335

= FL-7-2008, Guidslines Reguiing the Proper Disposa
of Cansumer rifcmeation, Febnary 2, 2005

= FL-Z2-2004, Guldeines Esabishing Standands for
Sateguaring Custorrer Imormason, March 14, 2331

Aitachment:
|damdty Thelt Rad Fiag, Address Discrapanciess, sna
Charge of Address Examinyion Procedsunes

Contacts:

Jeffrey Kopchls, Senlor Folicy Aralyst, at

Jrozchisgitic gov or (203) 858-3872; or Aichans Schanrtz
Course, at rschwarteglicic gov or (302) E98-T424

Maote:
T recelve FILS sizzironicaly, peaase vt

FOIC firanclal nstiubicn asars (FIL) may e ancssses
from e FOIC's Wb =il af

Faper coples of FOIC fnancial imsthulion lethers may be
ointained through the FOIC's Fublc Information Cenger,
3:31 Fairfax Crive, E-100Z, Ardngion, WA 22238 (1577~
IT5-3343 or TO3-583-2200)

Highlights:

The exam procedures are intended to assist
financial mstitutions in implementing the
Ideniity Theft Red Flags. Address
Discrepancies, and Change of Address
Regulations, reflectng the requirements of
Sections 114 and 215 of the Fair and
Accurate Credit Transactions &ct of 2003
The regulau-:ns requinz
financial mstitutons and creditors to
implement a writien identity theft
preventicn progran
o cand issuers o assess the vaidity of
change of address requests; and
o users of consumer reports to verfy
the identity of the subectof a
consumer regert it the event of a
notice of address dscrepancy.
The regulaticns and guidelines took effizct on
Jaruary 1, 2008, and compliance is required
by Mowernber 1, 2008.
Risk management exammners will examine
nstitutons for compliance with the red fags
regulation (12 CFR 334 20) during risk
management examinatiens. Cormpliance
examiners will examing insttutions for
compliance with the address dscrepances
and change of address regulations (12 CFR
334 82 and 334.91) during compliance
EXEMINZToNs.




3'd Party Risk Management



Third-Party Risk Management

AAn institutionds boar
senior management are ultimately
responsible for managing activities
conducted through third-party relationship,
and identifying and controlling the risks
arising from such relationships, to the
same extent as If the activity were handled
within the institution.



Significant Third-Party
Relationships

A The third party:
I Performs critical functions
I Involves implementing new bank activities

| Stores, accesses, transmits or performs
transactions on sensitive customer
Information

I Is a new relationship

Third Parties reduce direct control and increases the need
for oversight of the process from start to finish



2007 Annual Study: The Cost of a
Data Breach

A Published in 2008
A Third party data breaches are on the rise:

Data Breaches

50
40
30
20
10
0 _

2005 2006 2007

ABOTTOM LINE: Third Parties will protect
their interests, not yours.



Regulator G

FDIC

Federal Deposit Insurance Corporation
53017t Sireet NWY, Wazhingion, D.C. 24255590

Financial Institution Letter
FIL-44-2008
June &, 2008

THIRD-PARTY RISK

Guidance for Managing Third-Party Risk

Summary: The atached FOIC guidance describes potential risks arising from third-party
relstionships and cutines rsk management principles that may be tailored to suit the compesty
and risk potental of a fmancial instiution’s significant third-party relationships.

Distribution:
FOIC-Supervized Eanks {Commerclal and Savings)

Suggested Routing:
Chief Exmcuthe O r
Chief Financial THicer
Chief Compliance: Cefcer
Chief Risk Cificer

Related Topics:

Risk Managemesnt

Third-Party Confracts

Culsourcing Arranpements

FFEC IT Handbaok on Culscurcing Technoiogy
Bardioms (June 004

Reguired Moffication for Compliance with the Sank
Service Sompany Act

Attachment:
Guldanice for Managing Third-Farty Risk

Contact Senior Exarination Speclailst Kenyon

{ H:'.e;lem-rt-ethil.l:::é_':l_:_x.r_ﬂf
or Paolicy Analyst ! Fawelskl
wpawsl kB fdlc. pore or (202} B35

ik

FOHC Tirancial Insifubion I25%ers {FILs) may be
accessad from e FOIC's Web sl at
oo T oo rem s reew s n e bl O D08
=

T recetve FiLs el-'lrv:rlcal nea.c wist

Paper coples of FOIC Ynancial imsthuticn lethers
may bz cbtaimed through the FDICs Fudic
Imtonmation Cenlern, 3507 Fairfax Drive, E-1002,
Arlinghon, WA 2ITE (1-577-275-3342 or TO3-562-

Highlights:

Financal mstitutens often rely upen third paries to
periormn a wide variety of senvices and other
activities. An institution’s board of dirsctors and
SEMICr management are uitimately responsble for
managing actwiies conducted through third-party
relationships, and dentifying an mircdling the risks
arisng from such relaticnships, tothe same exent as
if the activity wens handled within the instiution.

Management should tailor $he principles contained in
this guidance to each significant thind-party
amangement, taking into consideration such factors
as the complexity. magnitude. and nature of the
arangement and associated risks. This guidance
outines the potential isks that may arise from the
use of third partes and addresses the following four
basc elements of an effzctive thind-panty risk
Management program:

Rlisk assessment

Due difgence in selecting a third party
Contract structurng and review
Crersight

This guidancs is based on and supplements the
principles contaned in policy guidance that has
previously addressad thind-panty rsk in the contes of
specific functions. swch as information technology.
This guidancs is intended to assist in the effective
management of third-party relationships, and shouwld
not be considersd a5 a st of required procedurss.

uidance

Four Basic Elements
of a Risk Management
Program:

I Risk Assessment

i Due Diligence in
Selecting a Third Party

i Contract Structuring
and Review

| Oversight



FDI C Of f

mm riformiation Technology - Risk Management Program
° Information Technology Officer's Guesiionnaire

PART 5 - VENDOE MANAGEMENT AND SEEVICE FROVIDER OVERSIGHT

iven the increased reliance oo outside fime for techoolozy-ralated products and services, please answer the
following questions 1o belp s assess the effectvensss of your vendor manazemnent and service provider
oversizht programs:

Doz your vendor nanagement program address due dilipence, contact provision, £osmcial condStion,
risk assessment, ongoing memitenng requrements, and thind-party reladonships such as subconimaciors
and azemts ()7

[ S Huier and Hagwionars 384 dppandle 8 Sicvioa Ui 2D E PSS S0 Mk Lasog e -,_-':l'-m;.';p- :.l:lu.'ur.'ng'

Has the bank idsmitfisd and repomed tis semvice provider relacorships (both domestic and foreizn-bazed)
to e FDIC ()7

[ "M ertfondion of Parforanancs off Bank Sarvdoer ™ FOM Sab e Maguiadonr S o FILSLUTEST Secdea Tk 2 Mok Semdcs
Campany Aot (1AL

Are all of your direct or indirect semice providers located within tha Untted States (Y7

I “Mo,” has menazenent provided risk marazement policies; performance montonng and eversighi
processes; legal and techoocal expertse; and access to omitioal, matenal, of semsiive onstomer minmmation
to address unique nsks from these ousomuricg relabionsips (857

[T 2 Foragreiandd rd-Harmy Semacs Frorkees Clautoncs e Slonagug Mk o doee r.:nn\:l.-.:l.r;.l!ihl.'ﬂl.rﬂ.'p.l'

Do licersing aprasments 0 cofe processing of mission-critical applicadons reguire vendars to maintain
applicaton sofware o that the sofware opemaiss in compliance with all applicable fedaral and state
regulations (V)T

[FE-d2 el COmpu i ST L CTUgeAce Dl o LA Ry m]:_l:lhmr Cowpas .13_-'r\+\.|ru'1:u||.n|'.r.".15rm da Aarara
R B e A '.I'.l.:llll.'ll

Do you Tequire your semvice provsdars by conmact to implament measures desizned to mest the ohjectives
of the memgency Guidslines Establishing Information Security Standards (17

[F Fckar amd Fagwilevions 284 dppandis 8 Sacuon 7 2030

Where indicated by the nsk assessmeant, do vou review modis, summanes of st reals, aod other
eguivalent evaluatons of vour service provdders to confirm that they are ful Elling contracnal ehlizatons
to inplement ppropriaie measmes designed to mest the ohjectives of the [oterapency Caidelines
Establizhing Information Secunty Standards (¥V)?

[FIC Pucar and Ragulevions 384 dpgpandie B Sectioe (7 (DI

cer O0S

A Part 5 was
GLBA
Compliance

A Part 5 is 3
Party Risk
Management



Vendor Selection Process

1. Bank adopts vendor
management program

Bank identifies new
technology and vendors
that offer this technology

2. Vendor Categorization
I Levell
| Level 2
I Level 3

4. Reference 5. IT Risk

Form Assessment
3. Cost
. 6. Due
Benefit -
, Diligence
Analysis
Form

For
E /. Contrac
Review

Form



Policy Generation

L
(o

Secure Bank"'g Solutions Settings | Help | Logout

SECURE BANKING SOLUTIONS

Information Gathering | Third Party Selection  Third Party Management =

Third Party Management Program

Third Party Levels and Classifications
Level 1 Information Availability Comment

Custormer Mizsion Critical

Customer Mormal

Bank Mission Critical w/ remote acoess =
Level 2 Information Availability Comment

Customer Low

Bank Mizsion Critical wio remote acoess

Bank Mormal

Fublic Missicn Critical h
Level 3 Information Availability Comment

Bank Low

Fublic Mormal

Puklic Low




Policy Generation



